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RIPE NCC Access: Security
Breach Investigation

03 lan 2024 + ripe ncc security news

We are currently investigating the compromise of a RIPE NCC Access account, which
resulted in some services of the account holder being temporarily impacted.

We have restored access to the legitimate account holder and are working closely with

to investigate whether any other accounts have been affected. Account holders who
might be affected will be contacted directly by us.

We encourage account holders to please update their passwords and enable multi-
factor authentication for their accounts. If you suspect that your account might be
impacted, please report it to security@ripe.net.

them to ensure the integrity of the account. Our Information Security team is continuing

2024/1/3. RIPE NCCHh5DFR

« (BER)HDBDRIPE NCC 7OTRT7HD> b
NBHOSDRBAZRZT. €EDF7 D> ME
FREDO—EDOY —EANFEZZITTLD,

https://www.ripe.net/publications/news/ripe-ncc-access-security-breach-investigation/

« ZDFATZ NTEANTEDDN?
« View and edit your LIR contact and
address information
« View billing information
« View IP and AS resources
» Check the status of open tickets

» Register for the RIPE NCC General
Meeting

« Request IPv4, IPv6 and AS Numbers

« Update certain attribute values in
allocation objects

* Request approval and have an
assignment automatically registered in
the RIPE Database

« https://lirportal.ripe.net/

SIPOFrPF-S7
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- HEHFEZ|TIZEZEE : Orange Espaina (https://www.orange.es/)
— AS 12479
o fAINEC DM ?
— BERZF > =&N0range®RIPE NCCPZ VA7 HI> MIEAL. BGPERPKI
ICET3IRHRzEESS]RIC

— (HE5K)ROADASIEHRZEAS12479M 5 RIDASNICEE

IS
M e —
Overview for AS12479
UNIZ-AS
AS12479 IPv4 Prefixes Announced .
- Internet traffic trends
8,200
Traffic volume over the selected time period (& 4% o
&= Total Traffic === HTTP e®=» Preyvious 24 hours Annotations @&

3,000 Max

7,500

Sep 2023 Dec 2023 Mar 2024 Jun 2024

https://bgp.he.net/AS12479

Wed, Jan 3 | 00:00 Wed, Jan 3 | 06:00 Wed, Jan 3 | 12:00

https://www.bleepingcomputer.com/news/security/hacker-hijacks-
orange-spain-ripe-account-to-cause-bgp-havoc/
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— 2023/9/4(C0rangeXAFw JDA> E1—FNIIVD T 7 (%3
—~ RV T 7(CKDODTHRBEETNIZIREROF (CRIPE NCCO7Z A > MNE
wOEENTULE
« JXRDJ—RHRESIE DT
— BEEDHDE=E(https://x.com/Ms_Snow_OwO)Hh CN=EH
. BIERDITT (XA D B
— CDRIPE NCCO7 A > MIZEBZRAED B/ o 1
- COJOJVEENSIT I !
— https://www.infostealers.com/article/infostealer-infection-of-an-
orange-employee-results-in-bgp-disruptions/
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« RIPE NCCOXJits
— SRHL 7R— b : RIPE NCC Access: Security Investigation Report

— https://www.ripe.net/support/documentation/disclosures-and-reports/ripe-ncc-access-security-investigation-report/
« RIPE NCC7AHT> hTZEFRRBIEZ WAL
- TEEBETFESNTVTH ENEEAZ /I L

* Review which of their staff have access to their LIR accounts.

M a ndﬂtory 2 FA 0 n RI PE N C C * Remove former employees or personnel who are not authorised to access the

accounts.

Acc ess Accou ntS * Follow password security best practices.

* Actively monitor public data breaches for their own credentials.

26 Mar 2024 + news ips and asns

RIPE NCCH\5DA > I\—([CHT BIRE

wo-factor authentication (2FA) will become mandatory on CC Access accounts
;‘l W;d;esda; 27 I:.#Iar;[:h 202?.\” you have not alreattdy :Oneiif}las;\eﬂable 2FA c.‘nt ® Eb\ 773 lj i I\ (L_ 7O_EZT g 5 h\%ﬁﬁ =1\
A | o ORI IVLEBEDRVNEIEDTREEE(L

For accounts that do not have two-factor authentication, when you try to log in from

Wednesday 27 March, you will be prompted to check your inbox and follow the *E BE% \ﬁu B%
instructions in the email sent to you by the RIPE NCC. Once you have enabled two- 7aN

factor authentication, you can log in as you usually would. o . N '
I https://www.ripe.net/publications/news/mandatory-2fa-on-ripe-ncc-access-accounts/ * } \Z Ij I\ (j:gﬁ IEI Td E O)%
- BROLRBImMEZB SN CTOIRWHVEHER
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— https://www.nic.ad.jp/ja/ip/id-procedure.html
— https://www.nic.ad.jp/doc/clientcert-manual-09A.pdf

— (BIZ(E)IPNICDRPKIZ RFACT O A UROAZERRT D IC(FEFIEBBIED1 VA M—=ILHwA
« https://www.nic.ad.jp/ja/rpki/howto-create-roa.html
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o DIRTZDIPVAT RL X, JBONTWLWEEAN ?
— https://www.janog.gr.jp/meeting/janog42/program/V4TH)
o B TE [HRRTZDIPVAT RL A, I HONTWLWEEAN?

— https:// .janog.gr.jp/meeting/janog49/ipv4/
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